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Background

A Employment:
I ISys Integrity (8 yrs)
I Praxis Critical Systems (2 yrs)
I Thales Air Operations (2 yrs)
I UK RAF (20 yrs)
I Ferranti Systems (2 yrs)
A Safety Specializations:
I Software Safety
I Human Factors & Safety

Copyright © iSys Integrity Ltd. 2011 Slide 1



Background

A Current Safety Programmes:

I NATO ACCS Safety Advisor
I NATO BMD Safety Advisor
I EUROCONTROL Instructor

I NPC Safety Advisor

A Some Past Programmes:
I Westland Helicopters  Software Safety
I EUROCONTROL Safety Instructor
I Watchkeeper UAV Systems Safety
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Bias Warning

A Observations based on my experiences working
predominantly in Europe and North America in:

I Defence
I Aerospace
Al 6m an Engi nece
Al 6m an Ergonor
Al 6m a Pragmati st !
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My Hypothesis

NS af assusance claims are too often overly
rellant upon subjective judgement and
Incomplete evidence supporting tenuous claims
regarding mainly technical aspects of socio-
technical systems safety.o
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Safety Assurance Paradigm

‘ Claim ‘

‘ Arngent ‘

‘ Evidence ‘
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Typical Weaknesses

A Inherent Methodological Limitations
I Problems of Induction
I Tentative Hypotheses Eudenee
I Black Swans

A Unsubstantiated Professional Judgement
| Statistical Inference
I Assurance Gap

A Technological Fixation
I Scope & Complexity

Argument
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Safety Assurance: Fact or Fiction?
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Methodological Limitations

Hypothesis

Pattern

Observation
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Reasoning

A Safety assurance all about reasoning
A Useful to consider 2 main approaches:
I Deductive
I Inductive
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Induction

Hypothesis

A From observation to general theory
A From the specific to the general e.g.: Pattern
I All X seen have characteristic Y
I Therefore X have characteristic Y
A Infers a conclusion but is not a fact:
I All TESTS show absence of ERRORS
I The TESTS show absence of ERRORS
A However, is useful reasoning method
I Isaac Newton and Theory of Gravity

Observation
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Inductive Reasoning

Tentative J
Hypothesis
ol
Observation B
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Deduction

A Based on reasoned statements .

A From general to specific e.g.: Pattern
I Every X has the characteristic Y |
i The thing is X SRS

I Therefore, the thing has characteristic Y
A Infers a conclusion but is not fact:

I Every WIDGET has 100% reliability

I The thing is a WIDGET

I The thing i1s 100% reliable
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Pragmatism

A Pragmatism (Charles Pierce)
I Hypothesis testing mix inductive and deductive
I Current Scientific Method

A At some point the Deductive process will reverse
and become Inductive for validation, consider:

I Every X has the characteristic Y

A Q. How do you know Every X has the
characteristic Y ?

A A. Observation and inductive validation

Copyright © iSys Integrity Ltd. 2011 Slide 13



Problems of Induction

A Hume (1777) & Popper (1959)
A Problem summary:

I Hypothesizing based on Ilmlted observatlons
can be flawed (black swans)

| Past observation tells you nothing about the
future (turkeys at Christmas)

A Inductive approach basis of safety assurance
A Flawed hypotheses can lead to accidents
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Reasoning

A Pragmatism uses induction
A Problems of Induction = Problems of Assurance

‘ Hypothesis‘ ‘ Claim ‘

‘ Pattern ‘ ‘ Arguvment‘
\ 4

‘Observation‘ ‘ Evidence ‘

Copyright © iSys Integrity Ltd. 2011 Slide 15



Tentative Hypotheses

Tentative J
Hypothesis
ol
Observation B
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Tentative Hypotheses

A Good scientific method:

I Inductive problems lead to tentative
hypotheses

A Safety claims should be considered only tentative
I Should be challenged
I Predictive evidence should be validated
A Counter evidence should be actively sought
I Independence
I Red Team approach?
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Methodological Limitations
(Black Swans)
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Black Swans

AMet aphor for something t
observed and therefore existence Is assumed to
be improbable (but not impossible)

A By logic of induction:
i All SWANS seen ARE WHITE
I Therefore all SWANS ARE WHITE
A Black Swans found in Australia in 17t century
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Black Swan Events

A Nicholas Taleb (2008)
A "Black swan event" is a catch-all phrase for
I Qutliers
I Wildly unexpected events and processes
A For example
I 9/11
I Rise of Google

ASuggest new approach bas
thinking
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Black Swans and Safety?

AEarly stages of anal ysi s
accidents often:

I No rationale for what constitutes credibility
I Not often documented
I Not often revisited

A World constantly changing and so are credibility
boundaries
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Counterfactuals

A Consider Fukishima in the light of the following:

I "A hurricane could .... take out the power, and
the storm could easily render the emergency
generators inoperative as well" (p134)

I "No storms or floods have as yet disabled a
plant's external power supply and its backup
power generators" (pl173)

(The Next Catastrophe, Charles Perrow, 2010)
A Accurate prediction of failure modes!
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Methodological Limitations Summary

A Collection and analysis of evidence should be
based on challenging claims (tentative
hypotheses)

AAvoid 6self fulfillingo

A Challenge bounds of credibility (consider black
swan events)
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Fact or Fiction?
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Professional Judgement
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Professional Judgement

A Or expert opinion is defined as:

NThe ability of a persor
conclusions, give opinions and make

Interpretations based on a combination of
evidence from diverse soc

(McKenna 2006)
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Professional Judgement

A Subjective and based on:

I Academic training

I Experience

I Professional development
A Frequently used by systems developers:

IWhen expert doesnot hay
statistically significant data

I Order of magnitude estimated
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Professional Judgement

A Statistical Inference:
I Predictive
I Used for safety claims
| Based upon evidence available (turkey?)
A Inferences can be wrong (e.g. software reuse)
A In the absence of actual evidence:
I Probabilities are judgments
I Judgements often based on judgements
A Should exercise extreme caution
A Should validate predictive evidence
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Professional Judgement

A Judgement often used to span assurance gap
eg.
I Exhaustive testing software
I SIL 1 testing > 10 years continuous!

A Rate of change of technology etc making
problem worse (tools & methods)
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Professional Judgement Summary

A Professional judgement is a necessity
I Many SR systems <5 years old no data

A Safety Assurance ultimately reliant upon
professional judgement

A Systems developers should make clear:

I Where judgement is applied
i Basis of competence j
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iSys =

Technology Fixation
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Safety and Soci(RESIBIFEIRBYSICINE

A Many (all?) safety-related systems socio-
technical

I Complex

I Safety assurance challenging
I Human Factors

I Organisational Factors
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